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Introduction

This document provides a configuration guide for setting up certificate based SSL-VPNs using FortiGate and
FortiAuthenticator. The guide provides a step by step walkthrough on both the FortiAuthenticator and the
FortiGate, however, for a detailed understanding on PKI and certificate authentication further reading is required,
as the objective of this guide is to provide a configuration walkthrough.

Software Versions

The configuration discussed in this document was tested on the following firmware versions:

o FortiAuthenticator 3.0
o FortiOS 5.0 GA Patch Release 4
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FortiAuthenticator Certificate Based SSL VPN Guide

Introduction

The purpose of this document is to provide a configuration guide on how to setup certificate based SSL-VPNs,
using FortiGate and FortiAuthenticator. The guide covers various subject areas such as PKI and VPNs, further
reading is required for a detailed understanding on the theory of such topics, the intention of this document is to
provide a concise configuration guide which will allow for the successful configuration of certificate based VPNs.

The guide will step through the FortiAuthenticator configuration before moving on the FortiGate, before testing
the setup. All the topology components are using factory default settings, except for the IP configuration.

vy
- -
Before commencing the configuration, please ensure that the date and time are
correctly configured and synchronized across all of the topology elements.
——
Topology

FortiAuthenticator v3bl
Certificate Authority

RADIUS Server
Walkthrough covers both

client and clientless setup @
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FortiAuthenticator Root Certificate

To commence the certificate setup on the FortiAuthenticator, a Certificate Authority root certificate has to be
created (the FortiAuthenticator is the Certificate Authority in this configuration).

Under Certificate Management > Certificate Authoritites > Local CAs click Create New.

Complete the relevant certificate, example below and OK the changes.

Create New Local CA Certificate
Certificate ID: facv3_b1
Certificate Authority Type
Certificate type: @ Root CA cerlificate (@ Intermediate CA cerlificate () Intermediate CA certificate signing request (C5R)

Subject Information

Subject input method: @ Fully distinguished name @ Field-by-field
Hame (CHN}: FortiAuthenticator

Department (OU)

Company (O}

City (L)

State/Province (ST
Country (C); E‘

E-mail address:

Subject Alternative Name
[ Email

O user Principal Name (UPN):

Additional Options

Validity period: @ Setlength oftime @ Set an expiry date
3650 days
Key type RSA
Key size: 2043 Bits [=]
Hash algorithm: SHA-1 E‘
OK | Cancel |

Once the certificate has been created, select the certificate and then click on Export.

@ Successfully added local CA cerificate “facv3_b1 | CN=FortiAuthenticator™.
Ce D Subject

facv3_bi1 CN=Fortifuthenticator CN=Fortiuthenticator Active Root CA

Save the certificate to the desktop (or appropriate folder). Once the certificate is saved, it should be possible to
double click on the certificate to view the details, see below.
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| General | Details | certification Path|

Show: [ <All=>

7

Field Value

BSubject FortiAuthenticator

=] Public key RSA (2048 Bits)

Key Usage Digital Signature, Certificate Si...
(5| subject key Identifier 5h 34 9f e2 6a df f5 25 20 4 ...
Author\ty Key Identifier KeyID=5b 34 9fe2 6adff5e... |E
Basic Constraints Subject Type=CA, Path Lenat...
Thumbprint algorithm shal

'r-‘__;lThumhrvinf h& AN 15 AS B1 Fa fid A7 24 A1 e

Edit Properties... Copy to File...

Learn more about certificate details

Lo Jf

FortiAuthenticator User Certificate

The next certificate based task is to create the user certificate. Within the FortiAuthenticator interface, go to
Certificate Management > End Entities > Users and click on Create New. Then complete the relevant user
certificate fields and click on OK, example below.
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Create New User Certificate

Certificate 1D: kash_auth

lssuer: @ Local CA @ Third-party CA

Local User (Optional): [Please Select] E|

Certificate authority: facv3_b1 | CN=Forfifuthenticator [« |

Subject input method: @ Fully distinguished name @ Field-by-field
Hame (CN): kash

Department (QU): system engineering

Company (0). fortinet

City (L) london

State/Province (ST);

Country (C). Britain (LK) (GB) E‘

E-mail address: |kash@f0rtinet.com |

Subject Alternative Name

Email:

User Principal Name (UPN).

Additional Options

Validity period: @ Setlength oftime () Setan expiry date
365 days

Key type: RSA

Key size: 2048 Bits [

Hash algorithm: SHA B

Add CRL Distribution Points extension (Location: DNS domain name has not been configured) [Edit DMS name]

Use certificate for Smart Card logon

| OK | Cancel |

Once the certificate has been completed and OK'd, then export the certificate with the private key by selecting
the certificate and clicking on Export PKCS12# button.

@ Create New | 5% import Revoke I ) Export Certificate Ié Export PKCS#12 I 1 0f 1 selected €, | Search for user certificates Search |

Q Successfully added user cerfificate "kash_auth | C=GB, L=london, O=fortinet, OlU=system engineering, CM=kash, emailAddress=kash@fortinet com™

I NS )

kash_auth C=GB, L=london, O=fortinet, OU=system engineering, CN=kash, e.. ‘CH=Fortiuthenticator Active

Add a Passphrase to the certificate being exported and click OK.
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Export User Certificate and Key File

Subject: C=GB, L=lendon, O=fortinet, OU=system engineering, CN=kash, email&ddress=kashi@fortinet.com

Passphrase:

Confirm Passphrase;

|

| OK | Cancel

Then download the file to the desktop (or appropriate folder) by clicking Finish.

Download PKC 5#12 Certificate File

Flease note that once you click on the download link below, the private key for cerificate "C=GB, L=london, O=fortinet, OU=system engineering, CN=kash,
emailAddress=kash@fortinet.com" will be removed.

4 Download PKCS#12 file

Click Finish to return to the certificate list.

| Finish
The PKCS12# file should be in the following format on the desktop:
o

Double click the PKCS12# file, this should then start an automatic import wizard, see below. On the Welcome
screen, click Next.

Welcome to the Certificate Import
Wizard

Ve This wizard helps you copy certificates, certificate trust
IS lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ MNext = ]’ Cancel ]

Ensure that the correct PKCS12# file is selected and click Next.
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cemood B ==

File to Import
Specify the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PKCS #12 (.PFX,.F12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

[ < Back ]l Mext > |’ Cancel ]

Enter the passphrase used during the export from the FortiAuthenticator and click Next.

contesirgor A . T =

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as expartable. This will allow you to back up or transport your
keys at a later time,

Indude all extended properties.

Learn more about protecting private keys

[ < Back ][ Mext = ][ Cancel ]

Ensure that the user certificate is being placed in the personal folder and click on OK.
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

o
Select Certificate Store

Browse...

Select the certificate store you want to use.

-7 Trusted Root Certification Authorities
- Enterprise Trust
-7 Intermediate Certification Authorities
- | Trusted Publishers

[ lintrusted Certificates
4 | T | b

Learn more about certificate stores

[ Show physical stores

<Back || Next> | [ cancel

]

This should complete the user certificate import process and the following prompt should appear:

Certificate Import Wizaﬂ ul

i e

The import was successful,
k- -

However, it is important to ensure that the certificate has been imported correctly and into the appropriate
certificate store. To confirm the procedure, click on the Windows icon and type mmc, then press Enter. Then
click on File > Add/Remove Snap-In and select the Certificates snap-in, as shown below, then press OK.

12 Certificate-Based SSL VPN Solution Guide
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solel - [Conscle
E File Action View Favorites Window Help E@E

%- $ | = | frAdd ar Remove Snap-ins g

|| Console Root

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled. -
Availzble snap4ns: Selected snap-ins: 4
Snap4n Vendar - [l console Root Edit Extensions. ..
. ActiveX Control Micrasoft Cor. .. E%I‘ Certificates - Current User

= Remove
g Authorization Manager Microsoft Cor...

@ Microsoft Cor...
% Component Services  Microsoft Car... Move Up
;%'Computer Managem... Microsoft Cor...

&4 Device Manager Micrasoft Cor,..
—| | Add >
=4 Disk Management

m

Move Down

Microsoft and...
{2 Event viewer Microsoft Cor...
[ Folder Microsoft Cor...

_EJ Group Policy Object ... Microsoft Cor...
g IP Security Monitor Microsoft Cor...
@ IF Security Policy M...  Microsoft Cor...

% Link to Web Address ~ Microsoft Cor...  _ Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, 3 service, or a computer.

In the Certificates snap-in, open the Personal > Certificates folder. This is where you should find the imported
certificate. If this is not the case, do not proceed until the certificate is in place.

ﬁ File Action View Favorites Window Help

|| Console Root ' Issued To Issued By Expiration Date  Intend

4 [l Certificates - Current User || g, ) FortiAuthenticatar 9/26/2014 <All>
4 || Personal

| Certificates
& || Trusted Root Certificatic
> [ ] Enterprise Trust
» | Intermediate Certificatic
» [] Active Directory User Ok
[ | Trusted Publishers
» [ | Untrusted Certificates
» || Third-Party Root Certific
> [] Trusted People
» | Smart Card Trusted Roo

This completes the Windows management console tasks, feel free to close the mmc or save the view, it is no
longer required in this setup. The certificate tasks on the FortiAuthenticator are now also complete.

FortiAuthenticator Directory Services Configuration

The following section covers FortiAuthenticator directory integration. To configure integration with a remote
AD/LDAP, within the user interface, under Authentication > Remote Auth. Servers > LDAP, click on Create
New, and complete the AD server settings similar to the output below:
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Name: server-2008

Server namelIP: 10.1.2.122 Port: 389

Base distinguished name: de=fortiad,dc=net @

Bind type: @ Simple @ Regular

Username: cn=administrator cn=users, dc=fortiad, dc=ne Password: sassanss
User object class: person

Username attribute: sAMAccounthame

Group membership attribute: memberQf

Secure Connection

[ Enable

Windows Active Directory Domain Authentication
Enable

Kerberos realm name: FORTIAD.NET
Domain MetBIOS name: SERVER
FortiAuthenticator MetBIOS FAC_v3b1

name:

Administrator username: administrator
Administrator password: sssssses

The username and password required do not necessarily have to belong to an administrator; the user only
requires enough rights to browse the directory for the purposes of pulling users and groups into the
FortiAuthenticator. The Windows Active Directory Domain Authentication section does not have to be
completed as a requirement for this configuration.

Once the details have been entered, click on the folder icon (next to the Base Distinguished Name field) to
ensure that you can browse the directory. If the directory is accessible, close the browsing window and click on
OK.

The next step is to import the user (the one intended for SSL remote access) from the directory to the
FortiAuthenticator. The user must be in place on the FortiAuthenticator as in the current version (v3.0), as
unknown user authentication is not supported.

In the user interface go to User Management > Remote Users and click on Import, then select the relevant pre-
defined remote LDAP server and click on Import Users. From the pop-up window select the relevant user(s) and
click on OK. The remote user(s) should appear as follows:

5% import | @@ Export Users P 0 of 1 selected Q, search for remote LDAP u:

Username Remote LDAP server Admin

=1 kash server-2008 (10.1.2.122:389) (-]

The final FortiAuthenticator task is to define the FortiGate as a RADIUS client. In the interface, go to
Authentication > RADIUS Service > Clients and click on Create New. Then enter the appropriate details
(example below) and click on OK.

14 Certificate-Based SSL VPN Solution Guide
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Edit RADIUS Client

Name: FGT-10.1.2.27

Client name/IP: 101227

Secret: sssssaes

Description:

Authentication method: (©) Enforce two-factor authentication

") Apply two-factor authentication if available (authenticate any user)
@ Password-only authentication (exclude users without a password)
) FortiToken-only authentication (exclude users without a FortiToken)

Authenticate: @ All local users
=) Local users from selected groups only (select groups below)
@ All remote users
@ Remote users from selected groups only (select groups below)
© All Windows AD users
= Windows AD users from selected groups only (select groups below)

Remate LDAP server: server-2008 (10.1.2.122:389) Iz‘

FortiGate Certificate Configuration

The next set of tasks will be carried out on the FortiGate. Initially the FortiAuthenticator root certificate needs to
be imported into the FortiGate. To do this, within the user interface, go to System > Certificates > CA
Certificates and then click on Import. Click Local PC and choose your file, then select the root certificate and
click on OK.

The imported root CA should look as follows:

-@ Import
1 CA_Cert_1 CN = FortiAuthenticator (1]
= Fortinet_CA C = US, ST = California, L = Sunnywvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@fortinet.com [1]
(&} PositiveSSL_CA C = GB, ST = Greater Manchester, L = Salford, © = Comodo CA Limited, CN = PositiveS5L CA (1]

FortiGate RADIUS Client Configuration

The FortiGate now needs to be configured as a RADIUS client to the FortiAuthenticator. Within the FortiGate
interface, go to User & Device > Authentication > RADIUS Serverand click on Create New. Complete the
RADIUS server details, and then test the connection, example below:
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16

FortiGate VM64

FortiAuthenticator Certificate Based SSL VPN Guide

Edit RADIUS Server

System

Router Name FortiAuth-Radius-29

Policy Primary Server Name/IP 10.1.2.79

Firewall Objects Primary Server Secret [ | Test

Security Profiles Secondary Server Name/IP

VPN Secondary Server Secret | Test |
Authentication Scheme @ Use Default Authentication Scheme

EEE User () Specify Authentication Protocol

- * User Definition PAP

* User Group NAS IP/Called Station ID
" Guest Management
=) Device

- * Device Definitions

Include in every User Group [] Enable

" Device Groups
- * Endpoint Profile
=-:4 Authentication
* Single Sign-On
" LDAP Server

S RADIUS Server

Next, a wildcard RADIUS user needs to be created. Go to User & Device > User> User Definition and click on
Create New. Create a wildcard user as shown below. A wildcard user will allow the FortiGate to send all RADIUS
authentication requests to the FortiAuthenticator.

FortiGate VIM64
P,
Router User Name =
Policy [C] Disable
7 Password seanae

Firewall Objects

urity Profiles ~ Match user on LDAP server [Please Select]

@ Match user on RADIUS server Fortisuth-Radius-29 =

VPN
@ Match user on TACACS+ server | |
7 EE User Contact Info

il User Definition

* User Group

[T]Email Address

[Clsms @ FortiGuard Messaaing Service Custom

“m Guest Management Phone Number
(=} Device

=4 Authentication
' Single Sign-On
= LDAP Server
' RADIUS Server

[C]Enable Two-factor Authentication

[C1add this user to groups

The next RADIUS configuration step is to create the RADIUS group on the FortiGate which will host the user(s)
for the SSL-VPN. Within the FortiGate go to User & Device > User> User Group, click on Create New, and
create a firewall authentication group that includes the wildcard user and references the FortiAuthenticator,
example below:

Certificate-Based SSL VPN Solution Guide
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Edit User Group

Name radius-auth
Type @ Firewall ) Fortinet Single Sign-On (FSSO) (0 Guest () RADIUS Single Sign-On (RSS0O)
Members ax LIRS

Remote authentication servers

& Add
FortidAuth-Radius-29 Any

| OK | Cancel

Go back to the wildcard user in User & Device > User> User Definition and add the wildcard user to the RADIUS
group and OK the changes, example below:

[¥] Add this user to groups [F Guest-group
[ dummy-redirect
[] fortiad_net-group
[ radius
radius-auth

FortiGate SSL-VPN Configuration

The following steps address SSL-VPN creation on the FortiGate. Firstly ensure that there is a valid IP pool in
place (under Firewall Objects > Addresses), if using an IP tunnel based VPN. To begin the SSL configuration, for
both IP tunnel based and browser only VPN, go to VPN > SSL > Config and ensure the relevant settings are in
place. Also make sure that the Require Client Certificate tickbox is selected, as in the example below:

SSL-VPN Settings

System
oy IP Poals SSL_RANGE 10_1 2 X x| Q
Policy SSLVPN_TUNMEL_ADDRL ®
Firewall Objects

Server Certificate Self-Signed E|

Security Profiles
[ LRequire Client Certificate
_ Encryption Key Algorithm ) High - AES(128/256 bits) and 3DES
BE‘:E IPsec @ Default - RC4(128 bits) and higher
""" = Auto Key (IKE) ) Low - RC4(54 bits), DES and higher
BEH, SSL Idle Timeout 300 (seconds)

Login Port 10443

@ Monitar [] Allow Endpoint Registration (Tunnel Mode Only)

P Advanced (DNS and WINS Servers)

| Apply

Certificate-Based SSL VPN Solution Guide 17
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Under VPN > SSL > Portal create the relevant SSL portal interface based on your VPN type (either IP tunnel or
browser only). IP tunnel based VPN is shown in the example below:

Edit SSL-VPN Portal

Name: tunnel-access
Portal Message:  |yatwork Travels Intranet

Theme: Blue =]

Page Layout:
@

Enable Tunnel Mode

Enable Split Tunneling

IP Pools 5] SSL_RANGE_10_1_2 X x|

Client Options [] Save Password [C]Auto Connect [[] Always Up (Keep Alive)
Enable Web Mode

Applications HTTR/HTTPS  [] FTP [] RDP [] SMB/CIFS
] SsH ] TELNET  [7] WNC [ PING
[ CITRIX [] RDP NATIVE [7] Port Forward

Include Session Info

[7] Include Connection Tool

[[] Include FortiClient Download
Include Bookmarks

&) Create New
I R
w Intranet (1)
Intranet Home HTTR/HTTPS 10.1.2.31

Within the FortiGate, go to Policy & Objects > IPv4, click on Create New, then click on VPN setup and create an
external interface to internal interface SSL-VPN policy, ensuring that you enable the SSL client restrictive tickbox
as shown in the example below:

Policy Type (© Firewall @ VPN

Incoming Interface port2 (external) -
Remote Address Elall o
Local Interface port1 (internal) -
Local Protected Subnet ££] webserver [10.1.2.31] o

[ ssL Client Certficate Restrictive |

Cipher Strength Any -

Configure SSL-VPN Authentication Rules

© Create New

& ANY ALL always = = @ DENY
Comments Write a comment... 0/1023
| 0K [ Cancel

From within the policy configuration click on Create New under the Configure SSL-VPN Authentication Rules
section and use the preconfigured RADIUS group and the SSL-VPN portal as in the example below. OK the
changes and then OK the main policy.
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New SSL VPN Authentication Rule

Group(s) = radius-auth IR
User(s) Click to add...

Schedule [T always -
SSL-VPN Portal tunnel-access L)
Action v ACCEFT

Logging Options
) No Log
@ Log Security Events

) Log all Sessions

Security Profiles

_oFF | AntiVirus default
_OFF | Web Filter default
_orr  Application Control default
_oFF ) IPS default

Ok Cancel

If the completed SSL policy is selected and edited, the configuration should be as follows:

New Policy

Policy Type © Firewall @ VPN

Incoming Interface port2 (external) -
Remote Address =all LY
Local Interface porti (internal) e
Local Protected Subnet =] webserver [10.1.2.31] (V)

S5L Client Certificate Restrictive

Cipher Strength Any -

Configure SSL-VPN Authentication Rules

© Create New

& radius-auth ALL always - tunnel-access @ v ACCEPT
& ANY ALL always @ DENY
Comments Write 2 comment... 071023

oK | cancel |

When configuring an IP tunnel SSL-VPN (using the FortiClient), an additional firewall policy is required
(configured under Policy & Objects > IPv4 and then Create New). This is to allow incoming connections from the
SSL tunnel interface to the internal network. An example of this is as follows:

Certificate-Based SSL VPN Solution Guide 19
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New Policy

Paolicy Type @ Firewall ) VPN

Paolicy Subtype @ Address () User Identity 0 Device Identity
Incoming Interface ssl.root (sslvpn tunnel interface) L)
Source Address [ SSL_RANGE 10 1 2 X o
Outgoing Interface portl (internal) W/
Destination Address {=] webserver [10.1.2.31] L)
Schedule [T always -
Service 7 ALL “/
Action v ACCEPT -

[7] Enable NAT

Logging Options
) No Log
@ Log Security Events

) Log all Sessions

Once you OK the changes, the completed rule should look as follows in the policy section:

w =c|.root (sslvpn tunnel interface) - portl (internal) (2 - 2)

2 ¥ SS1_RANGE_10_1_2_X 5l webserver [10.1.2.31] @ always 2 ALL v Accept

This completes all configuration steps. It is now time to test the VPN.

Testing, Logging and Monitoring

If the configuration is for a browser only SSL-VPN, then open a browser to the SSL-VPN gateway. Upon
connecting to the gateway, the certificate negotiations should begin and the browser should prompt for a valid
user certificate to be used for the VPN. Any certificates in the personal certificate store will be listed. See the
example below using the Chrome browser:

X | [4 https://1.1.1.27:10443
Select a certificate

Select a certificate to which you want to authenticate 1.1.1.27:10443

kash (FortiAuthenticator)

Certificate information 0K Cancel

20 Certificate-Based SSL VPN Solution Guide
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Upon successful certificate negotiations, a username and password prompt should appear. Even if the certificate
negotiations fail, the username and password prompt will still appear, however it will not be possible to
successfully authenticate, even if the username and password are valid.

' o B —
€« C | & beps://1.1.1.27:10443/remote/login

Name: kash
Password: [eanenses

Once the current directory username and password have been entered, the SSL-VPN portal should be available.
The example below is of the portal configured earlier in this guide:

Network Travels Intranet 3 Help gl* Logout

Tunnel Mode

Fortinet SSL VPN Client phgin is not installed on vour computer or it is not up-to-date. (It is also possible that vour browser setting blocks the running of the plugin ) The phigin is required for the
tunnel mode function of the SSL VPN client.

You need to have administrator right to do the first time install. Once it is mstalled. it works under normal user privilege and can be upgraded to newer version without administrator privilege.

Click here to download and install it After the installation, please restart the browser so that the phgin will be fully loaded.

Session Information

Time Logged In: kash (0 hour(s). 0 minute(s). 0 second(s))
HTTP Inbound/Outbound Traffic: 0 bytes / 0 bytes
HTTPS Inbound/Qutbound Traffic: 0 bytes / 0 bytes

Intranet Home

Upon clicking on the Intranet homepage, the browser connection is then proxied to the internal web server, as
shown in the example below:
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& ek Tt -Gt Crore T S

B batps://1.1.1.27:10443/proxy/http/10.1.2.31/

%‘L’-— Network Travels Home About Privacy

m,

If the configuration is based on an IP tunnel configuration, then the FortiClient is required to initiate the
connection. The FortiClient should automatically pull the personal certificate from the local certificate store and
make it available in the connection settings. See the example below:

FortiClient SSLVP -—

Connection Marme: INetwnrk Travels WPN

Server fddress: [1.11.27:10443

|J zername: Ikash

Pazzwaord: I*“““““““

Cliert Certificate: Ikash [lzzued by Faortigwthenticatar, Expired: !ﬂ

Connection
Statuz: Dizconnected  Bytes Sent:
Druration: 00:00:00  Butes Received: 0

Settings... Connect | Disc:n:nnnec:tl E wit |

Click on Connect to initiate the VPN and certificate negotiations. If the certificate negotiations fail, there should
be an -12 error message prompt and the VPN will not complete. If the certificate settings are valid and the
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directory username and password are correct, the VPN should connect and data transfer should begin. To confirm
that the client is connected, click on the Windows icon and enter ipconfig. The fortissl adapter should be visible
with the correct preconfigured address.

ssUsersskashiipocont 1g

Windows IP Configuration

PPF adapter fortissl:

Connection—specific DNS
IPv4 Address. . . - .
Subnet Mask . . . . .
Default Gateway . . .

18.1.2.151
255.255.255.255

The client PC should be able to connect to the internal network directly; the image below is of the client browser
connecting directly (via the 10.1.2.31 address) to the intranet.

NS SIEYES Home About Contact | Sitemap

Recent Updates Aggregating |P Flows

If logging had been enabled on the relevant FortiGate firewall policies, these should also be incrementing their
counters and indicating data transfer.

Within the FortiGate, under VPN > Monitor> SSL-VPN Monitor, the monitor status should indicate that the
client is connected. In the example below, the tunnel IP is also shown as this is a IP tunnel based VPN.
L S

kash 1111 Fri Sep 27 08:50:12 2013
0 Subsession Tunnel 1P:10.1.2.151

Within the FortiAuthenticator, under Logging > Log Access > Logs, the following entry confirms that the user has
successfully authenticated against Active Directory.

385 FriSep 27 08:48:49 2013 information  Event Authentication 20001 101227 Remote LDAP user authentication with no token successful kash

This completes and confirms the SSL-VPN client testing.
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Additional Considerations - Certificate Checking

With the above setup, the FortiGate does not check the validity of the received client certificate. This can be
achieved through the use of a CRL (Certificate Revocation List) and CDP (CRL Distribution Point). The CRL is a
list of certificates the FortiAuthenticator has revoked, and is available to download as a static list. The CDP isin
every certificate the FortiAuthenticator issues and provides a link for the CRL. OCSP (Online Certificate Status
Protocol) is a real-time certificate check with the Certificate Authority. Upon receipt of a certificate, a device can
check the validity of the certificate from the issuing authority by using OCSP. FortiAuthenticator supports CRLs,
CDPs and OCSP.

The dynamic OCSP CRL is accessible via the URL:
http://<FortiAuthenticator_|P>:2560

Added Benefits

« FortiAuthenticator can introduce Certificate Management to an existing FortiGate install base with minimal
disruption.
« With an easy to use interface and rich feature set, customers can increase the security of existing SSL or IPSec
VPNSs.

o FortiAuthenticator supports SCEP (Simple Certificate Enrolment Protocol), which means users can generate and
auto-enroll their certificates, rather than manually creating them.

o Very useful in BYOD and smartphone/tablet scenario’s.

« FortiAuthenticator can import users from an existing directory server and associate multiple authentication methods
to the user such as FortiTokens, SMS and E-mail.

o Users and Groups can be auto-imported (based on rules) from the directory server.

« Active Directory authenticated users can feed into the FSSO (Fortinet Single Sign-On) framework allowing Identity
Based access control across the network.
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